The technique of 3D modeling and the Internet progress quickly, the issue of the copyright of 3D models has become more and more important. There is a public hamming code based fragile watermarking technique proposed in this paper. The target of this article is to verify the authenticity of the model. An adaptive watermark is generated by using hamming code which extract some specific data from each cover model. The watermark is then embedded into the model. Using hamming procedure to generate watermark do not need original model and watermark information for verification in extracted stage. Experimental results show that the embedding rate achieve 100%. And the distortion of every stego model can be controlled below 10 -10 .
INTRODUCTION
The power of the Internet also has grown quickly. Copyright has been a series problem. In this field, there are techniques proposed by scholars such as information hiding research [1] and digital signature [2] .
According to the application purpose, information is divided into data hiding and watermarking. The data hiding is so-called steganography. The watermarking technique is to protect the copyright of an image, a video, a product or a 3D model. This technology can be subdivided into from special domain and frequency domain by embedding space, or distinguished visible watermarking and invisible watermarking by visualization, or differentiated between robust watermarking and fragile watermarking according to application purpose. The fragile watermarking is to verify the slightest unauthorized alteration and can locate the changed regions.
II. BACKGROUND AND RELATED WORKS
Among the different media types, watermarking of 3D objects is comparatively difficult inherently. Ohbuchi et al. [3] proposed a non-blind algorithm which works in the transformation domain. Watermark was embedded into a 3D polygonal model by deforming the low-frequency components of the shape by using the mesh spectral analysis. Cayre and Macq [4] described a blind data hiding scheme in the spatial domain. The aim is to consider a triangle as a two-state geometrical object. Each triangle that can be embedded is called an admissible triangle. Wang and Wang [5] propose a novel scheme for digital steganography in the spatial domain. It employs a principal component analysis (PCA), resulting in a blind approach.
In fragile watermarking, the embedded watermark will be modified when the stego object is altered. Therefore, the fragile watermark can be used to verify a stego object. Yeo and Yeung [6] firstly proposed a fragile watermarking algorithm for authenticating 3D polygonal meshes. Their scheme is blind and fragile, but there arise two problems: the causality problem and the convergence problem. The causality problem is that the location index of a former processed vertex will be changed by the perturbing of later processed neighboring vertices. The convergence problem is that the user cannot control the distortion induced by the iteratively perturbing process.
Lin et al. [7] proposed a modified fragile watermarking scheme similar to Yeo and Yeung's method [6] . The causality problem is conquered in this method by applying two different hash functions on the vertex coordinates, without considering the neighboring vertices of a vertex. But the convergence problem still occurs in this method. They set a threshold and simply skip the vertices that could not meet the requirement under the threshold. This causes some embedding holes which cause false-alarms in the watermark extraction stage.
Wu and Cheung [8] proposed a fragile watermarking scheme which is robust to translation, rotation, and uniform scaling, but is sensitive to other operations. There are two major drawbacks in this scheme. Firstly, it is a semi-public watermarking scheme since the original watermark is needed in the decoding stage to authenticate the watermarked model. But a public watermarking scheme is preferred in fragile watermarking. Secondly, it fails in locating the changed regions since the center position of the mesh will be changed when any vertex has been changed.
A new application of hamming code is used in fragile watermark scheme. And this is performed on 3D polygonal meshes in spatial domain. The proposed method can provide the capability of accurately verifying, locating the tampered region to protect the integrity of 3D objects and no embedding holes problem.
The remaining sections of this paper are organized as follows: The proposed hamming code based fragile watermarking scheme is described in Section III. Experimental results and discussion are presented in Section IV. Finally, conclusions are provided in Section V.
III. PROPOSED HAMMING CODE BASED FRAGILE WATERMARK ALGORITHM
A new application of hamming code applies on 3D polygonal meshes in spatial domain watermarking algorithm. It is public and fragile. An adaptive watermark is generated from each cover model by using the hamming code technique [9] . The hamming code based watermark can be verified by using the hamming code checking in the extraction stage.
Hamming code is named after Richard Hamming and is a linear forward error correction code which works by adding parity check bits at the output data stream. The most widely used hamming code is (7, 4) hamming code, which encodes four data bits (D 1 , D 2 , D 3 , and D 4 ) into seven bits by adding three parity check bits (P 1 , P 2 , and P 3 ). Each parity check bit is created by its associated data bits. Table 1 illustrates the relationship between parity check bits and data bits where '⨯' indicates the relationship exists between parity check bits and associated data bits. The parity check bits can be created by using the associated date bits, and the results are shown in table 2, where ' ' donates an exclusive or (XOR) operation. The hamming code detects errors by ensuring each parity check bit and its corresponding data bits achieve the even parity. This detection procedure is called parity checking. 
In mathematical point of view, hamming code is a class of binary linear block code. Regardless the form of H and G , H and G for linear block codes must satisfy ‫ܩܪ‬ ் = , where is an all-zeros matrix due to [7, 4, 3] 
, where ݉ must satisfy ݉ ≥ 2. The parity check matrix ‫ܪ‬ of a hamming code is constructed by listing all columns of length ݉ that are pairwise independent. Generator matrix G is that socalled systematic form.
The parity check matrix H and the code generator matrix G used in the paper are 
Adding the parity bits allows the receiver checking and correcting if there are errors. The hamming codes can detect up to two-bit errors, and correct single-bit error, but cannot identify the error type. Figure 1 illustrates the outline of this proposed scheme. In summary, the proposed scheme has several advantages: public, blind, 100% verification rate, ability of localization of unauthorized modification, small key size and no causality, no convergence and no embedding holes problems. The embedding algorithm takes two inputs: the cover model and the secret key to produce the stego model. The watermarking flow chart is shown as in figure 2 . And the details are described as follow.
A. The embedding process
Step 1 Normalization: The coordinates of each point are normalized into the range 0 to 1.
Step 2 Extraction of data bits: Without loss of generality, suppose ‫ݍ‬ is the point to be embedded, where ‫ݎ‬ denotes the axis used and 0 ≤ ݅ ≤ ܰ − 1. Step 3 Generation of parity check bits: The hamming code procedure is performed to generate the parity check bits. As shown in table 1, the three parity check bits P 1 , P 2 and P 3 can be generated from the hamming procedure. Consider these three parity check bits P 1 , P 2 and P 3 are regarded as watermark ‫ݓ‬ in this paper.
Step 4 Watermark embedding: For security reasons, a secret key ‫ܭ‬ is employed to generate a random sequence of integers. They represent the index orders for embedding watermark to corresponding point. The parity bits are then embedding into the 3LSBs of point ‫ݍ‬ by user LSBs substitution.
Every vertex has its own unique watermark. Every numeric of random sequence will never duplicate and only cooperate to one vertex of the cover model. If any part of the stego model is modified, then the tampered region will be verified in extraction stage. The watermark extraction process is performed to extract the embedded watermark and verify the integrity of the stego model. The extraction process takes two inputs: the attacked stego model and the secret key ‫ܭ‬ to extract the embedded watermark. Figure 3 shows the flow chart of the process. And the detail is descripted as follow.
B. The extraction process
Step 1 Normalization: The coordinates of each point are normalized within the range 0 to 1.
Step 2 Extraction of data bits: A secret key K is employed to generate a random sequence of integers. The random number generator is the same as used in embedding process. The 4 bits which are the 4 th LSB to 7 th LSB of point ‫ݍ‬ in stego model are extracted and considered as input data bits for hamming code.
Step 3 Calculation of parity check bits: After hamming code encoding, the three output parity bits is regarded as watermark ‫ݓ‬ ᇱ .
Step 4 Extraction of watermark: The embedded watermark ℎ ᇱ can be extracted from the 3 LSBs of point ‫ݍ‬ in stego model.
Step 5 Verification: The verification is achieved when the watermark ‫ݓ‬ ᇱ is equal to the embedded watermark ℎ ᇱ . Note that this process is a public blind fragile watermark scheme which does not need original model and original watermark for verify forgery.
IV. EXPERIMENTAL RESULTS AND DISCUSSIONS
The proposed public hamming code based fragile watermarking method was implemented using Microsoft Visual C++ programming language.
A series of experiments were conducted to test the performance of the proposed fragile watermarking method. We shall present a set of visualization results that can demonstrate the performance of the proposed method and validate the feasibility of our algorithms. Table 3 shows the cover models of experiments in this paper and the visual effect of the stego models. No visual distortion can be perceived between the cover models and stego models.
The drawback of spatial domain is that it has poor resistance to distortion compression. There are some approaches for measure distortion, such as, Signal-tonoise (SNR), the Haussdorff distance, Laplacian [10] , Root Mean Square (RMS) ratio [11] . For a zoomed model, to measure RMS of distortion is a better choice. We use RMS and RMS ratio to present the comparison of distortion control. The RMS ratio consists of the RMS values over the diagonal length of the bounding volume for a 3D stego model. The small RMS ratios indicate insignificant positional changes during the watermark embedding. The RMS ratio comparison results of [11] [12] and the proposed method are as shown in table 4.
V. CONCLUSIONS
The proposed public hamming code based fragile watermarking is a blind approach in spatial domain. It is simple to implement. The aim of this paper is to authenticate the integrity of 3D polygonal messes in the spatial domain. Furthermore, the causality problem, convergence problem and embedding holes problem can be overcome by the proposed scheme. The algorithm is able to locate and detect the unauthorized modification. It only needs small key size.
The distortion rate can be controlled below 10 -10
. The verification rate achieves 100%. Consequently, every region of the 3D model can be embedded in the embedding stage and be verified in the extraction stage.
VI. CONCLUSIONS
The proposed public hamming code based fragile watermarking is a blind approach in spatial domain. It is simple to implement and it does not need the original model or the watermark for verification and localization of tampering detection of 3D objects. Furthermore, the causality problem, convergence problem and embedding holes problem can be overcome by the proposed scheme. The main purpose in this paper is to authenticate the integrity of 3D polygonal messes in the spatial domain. The distortion rate can be controlled below 10 -10 . The verification rate achieves 100%. Consequently, every region of the 3D model can be embedded in the embedding stage and be verified in the extraction stage. 1.53*10 -9
